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Abstract

Based on the fact that the number of radio-frequémterferences (RFI) — loss of telemetry at grostadion level
caused by the simultaneous emission of two sa&sllisuffered by CNES satellites has been incrgasier the
last few years and that this trend will most ceftaaccelerate in the future, CNES has decidedeate a new
service tackling this subject. This service, narda&l| for Jamming Assessment and ldentificationtlis use,
“Jamming” and “Interference” are equivalent), waseloped around 2 axes : the identification ofdhigin of an
RFI and the prediction of future RFIs. The identfion part enables the satellites operators tavkwhich
satellites caused the RFI they suffered, mainlyrffmrmation purpose. It is also of great valuéhte service team
on 2 aspects. Firstly, this information enablesrtiie monitor the RFI current situation and its exioin over the
years. Secondly, it can be used to establish sh@fisatellites to monitor for the second axehef $ervice: the
RFI prediction. These predictions enable the stgalperators to know when external satellites weyse RFIs.
With this information, they are able to put in pasome protective measures such as the swappthg passes
with the RFI with other ones or the interruptiontioé data downloading during the (usually shortjqus of the
RFIs. In order to provide these predictions, sdverablems were tackled, such as the modellinghefradio-
frequency problem by a geometrical approach, tinstitation of the list of satellites to be takeoigccount or the
accuracy of the predictions. The analysis of thguilte shows that, on one sidearly all of the RFI which
occurred were predicted but on the other side an important part of tleelmted RFI didn’t occur, mainly because
of the lack of access to the actual emission tiofeke external satellites. This problem needsa@didressed in
order to have a RFI prediction service with an ptaigle accuracy level.
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Acronyms/Abbreviations
ASI Italian Space Agency
CNES Centre National d’Etudes Spatiales - Frendt&p@\gency
EIRP Effective Isotropic Radiated Power
GEO GEostationary Orbit
ITU International Telecommunication Union
LEO Low Earth Orbit
NOC Network Operation Centre
ocCcC Orbit Computation Centre
0O/O Owner/Operator
RF Radio-Frequency
RFI Radio-Frequency Interference
TLE Two Lines Element
™ TeleMetry

1. Introduction

Radio-frequency interferences (RFI), i.e. intenfees at ground station level due to the simultasemeission of
two satellites leading to telemetry (TM) loss, ecbming more and more noticeable at CNES levekaalby in
X-band. This observation and the fact that CNE®itiess in the X-band will increase drastically ovie next
few years led to the creation of a new service idlexyby CNES Orbit Computation Centre (OCC) inaodiration
with CNES Network Operation Centre (NOC). This JA®tvice, which became operational in 2022, istbuil
around 2 main axes :
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< the identification of the satellite responsible $oiffered RFI
» the forecast of future RFls

After describing in a few words NOC and OCC, thiche will focus on the 2 axes of this service,dsmng at first
on the technical part and then presenting the aedieesults.

2. CNES OCC and NOC
2.1. CNES Network Operation Centre

CNES Network Operation Centre mission is to opeadt€NES S- and X-band multi-mission ground stasio
This network is currently composed of 5 groundistes, two of which are situated in the polar regiémuvik and
Kiruna. The three others are located near Touldbsgnce), in South Africa and French Guyana. Tiselte
presented in this article are mainly based on Riish occurred on one of these ground stations.

2.2. CNES Orbit Computation Centre

OCC is an operational multi-mission flight dynamazntre, working as part of the CNES Network Operat
Centre (NOC). Part of its activities, such as tbenputation of antenna pointings or the computatibthe
satellites visibilities over CNES ground statiofer (passes scheduling), are required so that NQi@itaes run
smoothly. OCC has also a sound experience in tefiorbit determination, being responsible for &lihos activity
during all CNES LEOPs.

Historically, OCC was in charge of RFI computatfon CNES versus CNES S-band satellites. It was then
logical place to host the new JASI service.

3. RFI origin identification
3.1. Description of a search

The first part of the JASI service revolves arotinel identification of the origin of observed RFtsS and X-
band: this service offers the possibility to CNEftcol centres to request a jammer search for aexplained
TM loss, after having excluded all the other pdssitauses, such as problem with the satellite ergttound
station.

In order to perform such a search, the satelliten€@¥®perator (O/O) needs to provide to JASI théofaihg
information :

e The satellite whose TM was lost

e The ground station concerned by the TM loss

« The exact times of the beginning and the end ofTteloss. The precision of the times needs to be in
the order of 1 second.

The principle of the search is simple : for all gatellites orbiting the Earth, the angle betwdemt and the
satellite which suffered the TM loss is computeéroa period of time containing the TM loss. The imum of

this angle is then compared to a threshold : ifrtieimum of the angle is below the threshold, thtekite is

considered as a “candidate”. The threshold is d@dfitaking into account the frequency band and titenma’s
diameter, with sufficient margin to ensure that #agellite responsible for the RFI is found. A maredepth

explanation can be found in 4.1.

In order to compute these angles, JASI needs te hasess to the orbits of all of these objectsciwvig possible
thanks to the French Space Situation Awareness)8&#tre, collocated with OCC in Toulouse. The tsriiey
provide can either be TLEs published on the Spemskiweb site or in-house orbit determination ustugopean
sensors.

When all the candidates have been identified (lsuglto 5, rarely more than that), they are inspgenanually
in order to identify the origin of the RFI. Thissimection concentrates on finding the answers tdahawving
questions :

« Does the satellite use the same frequency astimaga one ?
* Is the satellite still active ?
» Does the satellite usually download data in the af¢he jammed ground station ?

Some answers can be found on the internet, througbecialized websites such as
https://www.eoportal.org/satellite-missiorfSome others could be found in some various dagsbauch as the
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ITU one. However this latter in particular may &t accurate enough since the fillings tend to besewative,
in the sense that, for example, the declared frecjas can be much larger than the actual onesinsgzbrations.

After reaching a conclusion on the origin of thd R the work is logged in order to be accessthleng searches
for future requests.

3.2. RFI search example

To illustrate this process, here is the example tbé RFI suffered by the satellite SWOT
(https://swot.cnes.frlen/SWOT/index.htran 2023/01/18 on Inuvik ground station. The obaton was the
following : during an X-band support over Inuvikg@ada) ground station on that day, 2 seconds ofvasllost.
The diameter of the antenna is approximately 18anlihg to a -3 dB beam width of 0.2 degrees. Iriotd be
positive that all the meaningful candidates aredp@ientified, the search was done with a thresbbltl degree.
It began 10 seconds before the start of the R emaded 10 seconds after, once again in order snteethat all
the meaningful candidates are being identified.

For this search, only 2 candidates were identified

- A Molnyia satellite (Norad number : 10307) with amgle of 0.79 degree
- Landsat 9 (Norad number : 49260) with an angle.bf @egree

Given the low Norad number of the first candiddte chances it's still active are slim at best.tlf@mmore
Molnyia satellites don’'t have X-band capabiliti#kis candidate can be eliminated.

The second candidate is a NASA satellite, laundheg®ept. 2021, whose mission is Earth Observat@veral
sources such dgtps://www.usgs.gov/landsat-missions/usgs-landeaiind-stationgonfirm that Landsat 9 uses
X-band particularly over Fairbanks ground staticinse to Inuvik. This answered the 3 questionBveasatellite
using X-band in the vicinity of Inuvik. Furthermgrihe date at which Landsat-9 and SWOT were thseslko
angularly from Inuvik match perfectly with the datethe RFI. Landsat-9 is then, with a high degrEeertainty,
the origin of the RFI suffered by SWOT.

The situation is illustrated on the map below (8ie 1) : both ground stations are plotted, FaiksaiFCDAS) in
Alaska and Inuvik (IVK) in Canada, the blue dotrigeEWOT and the yellow one being Landsat-9.
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Fig. 1. RFI geographical situation
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3.3. RFI statistics

The first RFI searches for Low Earth Orbit (LEO)etlites done at OCC started approximately 10 yagrs At
that time, OCC received only a few requests per.yedew years later, the results of these searblegan to be
stored punctually, until 2016 when it was done eyttically. Thanks to this data, it is possiblén&we a global
picture of the number of RFIs and its evolutionrobe years (see Fig. 2) at a CNES level.
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Fig. 2. RFI geographical situation

The blue plot represents the number of requestRFbisearch received over the years. The orangeepmesents
the number of events that were actually RFI. THidince between the 2 plots may be explained bwrgt
station problems. The green plot represents thebeuwf requests with a successful outcome.

The evolution of the requests number is in constagfmentation over the years. The first increas20oit8 is
explained by the launch of first satellite usingity the X-band over CNES network (particularlyeo\Kiruna)
followed by the second one by the end of 2020.

The requests concern mainly the X-band (90%) aadthuna ground station (85%). This is explainedhmsyfact
that :

* Most of the satellites using X-band use the tatalitthe band whereas each satellite uses a naraotv
of the S-band.

« The CNES X-band passes use mostly Kiruna grounidsta his will change in 2023 with the launch of
SWOT.

The overall success rate is approximately of 70%h wbme noticeable disparities over the groundostsit for
examplethe success rate for Kiruna ground station reache82%. Since JASI has access to the station logs for
this particular ground station (contrary to somgeofground stations), this difference can be erplhby the fact
that, it is possible to accurately determine iéguest actually concerns an RFI instead of a gretatibn problem

for this particular station as it can be the casegfound stations where the logs are unavailable.

Thanks to this high success rate, it is possiblextow the main jammers of the CNES fleet. Ovefall,the 120
RFI in X-band over Kiruna where the origin was itid, 63 single satellites were identified, meapnthat in
average one satellite caused 2 RFls.

In 2022 most suffered RFIs were caused by Chinatsdlises such as the GAOFEN family with 10 occooes
followed by some US commercial satellites (mainlpitview and Skysat).

Overall, most suffered RFIs were caused by ESAllgage(mainly SENTINEL family and Cryosat) with 29
occurrences followed by Chinese satellites witto2@urrences.

All the data can be found in Table 1 next page.
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Table 1. Identified jammers statistics

Families Overall RFI 2022 RFI
numbers numbers

China (GAOFEN, LT-1) 27 10

US commercial 14 6

Airbus 8 4

Russia (KANOPUS) 14 3

ESA 29 4

ASI 7 3

Other 21 8

The “Other” family is composed of various sateflitamong which some are controlled by NASA, JAXSAC
or the US Air Force for example.

As a conclusion, investigating every suspected RHdsvs to have a more precise picture of the curséuation
and its evolution over the yeaiven though, currently, only 0.5% of the X-band pases of CNES satellites
over Kiruna (with approximately 7500 passes in 202Zuffer from RFl, it is CNES opinion that this number
will starkly increase over the next few yearsin order to prevent too many TM losses or ths loistime-critical
data, a second part of the service has been dedtldpe prediction of RFI occurrences.

4. RFIrisk prediction

The second part of the JASI service consists ipthdiction of RFI risks on a short-term horizosyally 7 to 10
days in the future. The satellite O/O can be it in two aspects of this service. The first espghich is the
most intuitive one, consists in providing the OK@ prediction of the RFIs suffered by their owreBdaés. The
reasons to use this service can be numerous. Asaample, here are two of them :

* To prevent the loss of crucial data when the seadbesn’t have the capability to download twike t
same data.

* To ensure the download of time critical data: & thata is not downloaded swiftly after its collgtt,
becomes worthless.

The second aspect consists in providing the O/Optkdiction of the RFIs suffered by external satsland
caused by the emission of their own satellites. Whwld some O/O constraint their operations in otdgrotect
the data of some external satellites ? Mostly beedley have to coordinate with them. The mainarsmfor this
type of coordination would be :

e These satellites belong in the same fleet, anatisesome priority order among them. For examgle, a
CNES level, the newer satellites will turn off themissions if there is a risk they cause RFI éodlder
satellites.

* RF license agreement : a coordination can be ppifice in order to obtain or keep an RF license ove
certain ground stations or as an agreement bet@@eganizations, companies.

In the following paragraphs will be explained howlRre modelled, the input needed to compute tRE3eisks.
It will be concluded by a critical analysis of tresults provided by the service.

4.1. RFI modelling

In practice, an RFI occurs when the RF signal tratied by an external satellite disturbs the budigktbetween
one satellite and its ground station up to a peimén it becomes so low that the ground stationtaatode the
TM anymore. An RFI can be accurately modelled ikast the following data is known :

« Both satellites Effective Isotropic Radiated Po(EiRP)

e Signal over noise ratio leading to a link withotroe

* Radiation pattern of the on-board antennae of batéllites
e The actual attitude of both satellite

* The distance between the ground station and tleditest

« The TM modulation and the associated error cowaatbde
* Frequency and bandwidth

e Etc...

Since these parameters can't be known exhaustfeelgll the orbiting satellites, a simpler modekds to be
used.The chosen approximation to model RFI, used througbut the service, is purely geometrical an RFI
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occurs if the angle between the 2 satellites (edmpatible emission frequencies) as seen fromritnengl station
becomes lower than a threshold. On the contradoésn’t happen if this angle stays above thisstiokel. The
rationale is the following : since the ground stasi have directional antennae, when the angle baetae external
satellite and the tracked one is big enough, thenantenna can’t receive the signal from the eatesatellite
anymore. On the contrary, if it's small enough nttiee antenna will receive signals from both sisl] leading
to a possible RFI.

The threshold angle under which a RFI is mainlyeahiby the size of the antenna and the frequencg.bafirst
approximation could be to use the -3 dB half-bedith® antenna. However, experience shows thavtlise is
usually too small and twice this value would bedresuited. For example, the service commonly agbseshold
of around 0.2 to 0.25 degrees for X-band antentia aviliameter of 11-13 m.

4.2. Difference between subscriber, external, jammedjamner satellites

As explained, a RFI is defined by 2 satellites argtound station where one of the 2 satellites doads data to
this ground station, part of this data being jamimgthe emission of the other satellite. The sisgallownloading
data to the ground station is called the “jammediiz”. The satellite causing the RFI is the “jan@r satellite”.

When computing RFI predictions, the output is serthe O/O of the satellite requesting the servites satellite
is called the “subscriber satellite”. The othee#ieé is labelled “external satellite”. If the O/@es the service in
order to protect its satellite from RFI, then théscriber satellite is the jammed one in the ptéglis, the external
satellite being the jammer one. On the contrartheéfO/O uses the service as part of a coordinatitina goal to
protect other satellites from the emission of diebite, then the subscribed satellite is the janane, the external
satellite being the jammed one.

What is important to keep in mind is that the suibse satellite can be the jammed satellite whéintainto
account some external satellites and the jammemdrem taking into account other external satellitasother
terms, the jammer or jammed status is linked tddks of data, the subscriber or external statlisked to the
reception of the predictions.

4.3. Definition of the external satellites

In order to compute the RFI prediction, the fitghy to define is the list of the external satediito be taken into
account. To do that, the following questions neeldd answered :

« which satellites may jam the subscriber satelltes
« which satellites should be protected from the eimissof the subscriber satellite ?

The first question is the trickiest. One way toqaed could be to list all the satellites transmifton frequency
bands overlapping the ones used by the subscibelite. This list would then be filtered in orderkeep only
the satellites using ground stations in the sarea as the ones of the subscriber satellite. Unfataly these
information are usually unavailable. Or erroned@usout of date... Depending on the need of the O/@ifferent

approaches can be used :

* Making a list of all the known jammers of a satellusing the same frequencies as the subscriber one
These jammers would have been identified by tis fiart of the service.
» Building the list incrementally, adding jammerseafone or several RFIs have been caused by them.

A mix between these 2 approaches could be usedredist is defined before launch, and then uptiateer RFI
are observed.

The second question is more easily answered. $heflthe satellites in front of which the subserisatellite is
turned off is linked to the existing coordinations.

4.4. Computation of RFI risk predictions
An RFI can happen if the following criteria are met

e The angle between the 2 satellites as seen fromgrthund station of the jammed satellite is below a
predefined threshold

* Both satellites are in visibility of the groundtita of the jammed satellite

* The 2 satellites use the same frequency bandsharghine polarization

e The jammer satellite is in emission
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e The jammed satellite is transmitting actual datal (aot idle TM)

Based on these points, a list of input data catdfimed, as presented in the paragraphs below.

4.4.1.0rbit prediction

Obviously, the main input which is needed is thaitqyrediction of both satellites. For the subseribatellite, the
orbit should be delivered by the O/O in order twéhthe most accurate prediction. For the exterasllge,
different sources can be available, with an acgulaeel differing greatly from one source to thexné/O can
be one of these sources if the external satedlisdsio a subscriber one (the best case scenarthg &rench SSA
if the satellite is tracked by French sensors. Thes are the source to be used when no other soareeavailable
because of its lack of accuracy, when comparedeaamther ones.

4.4.2.0rbit uncertainty modelling

In order to take into account the differences e of orbit prediction accuracy, a basic modellxidghe orbit
uncertainty is used. The process which is explabedw is also illustrated by Fig. 3.

The first step consists in assessing the alond-acertainty of the orbit at the end of the comatioh period.
This assessment uses a statistical approach whictit Wwe described here. This along-track unceryaiat
represented by the red parts of the orbits beldatistically, the satellite can be at any of thpesitions. When
computing the separation angle between the twdlisageinstead of using the predicted positionki@h leads to
the one drawn in black), the positions used arettes corrected by the orbit uncertainties in sualay that the
separation angle is the smallest possible, agréitesi in red in the figure below.

Uncertainty associated
with satellite A

Separation angle taking mto
account the uncertainties
associated with the positions

/ Ground

Uncertainty associated Separation angle taking siadon

| with satellite B mto account the
predicted positions

Fig. 3. Orbit uncertainty modelling

4.4.3.Antenna threshold

A threshold regarding the separation angle betwleesubscriber satellite and the external onefigekgin order
to identify an RFI : when the separation anglenferiior to this threshold, then an RFI can occis.ekplained in
paragraph 4.1, the threshold is linked to the araeadiation pattern and to the accuracy of therarg pointing.
As an implication, a specific threshold should leérted for each antenna.
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As the threshold is a geometrical approximatiommfRF phenomenon, it will be an imperfect represtent of
the reality. Its value can then be tuned dependinthe safety level required by the subscribethefsubscriber
wished to be warned of every RFI, then the threshalue needs to be increased, with the risk ofrigamnore
false RFI predictions. On the contrary, the thrégivalue can be set realistically in a way that niBI will be
identified, with the risk of overlooking some, lé&agl to the punctual occurrences of RFI.

4.4.4.Emission modelling

As RFI can happen only if both satellites are engjtat the same time, it is important to model ecisely as
possible their emission periods. In order to do, t first step consists in listing the grouratisins used by each
satellites. For the subscriber satellite, this éataven at the subscription. For the externakoiteés usually based
on assumptions, driven by experience, when thenmdtion is unavailable. Once the ground statioasdentified,
the second step consists in defining the emisstoategy, i.e. the usual pattern used by a sateliiten
downloading data during a pass. Two different §etvents are of interest:

« when is emission turned on and off ? During thisqek the other satellite can be jammed (if it is
downloading data)
* when is the data downloaded ? During this periog satellite can lose data, meaning it can be jainme

A simple way to define an emission strategy, usgdidéfault in the service, consists in assumingstiellite
transmits over 0° elevation and downloads data 6¥&levation. Some other strategies could be :

« Permanent emission : even though it is againdfltdeprinciples, some satellites still don't turrf tffieir
transmitters when not downloading data.

e Constant emission duration centered around thermmanielevation of the pass over a specific elevation
As an implication, if the duration over this elaeatof a pass is inferior to this value, the passiln’t
be booked so the satellite is assumed to stay off.

« Definition of a reference elevation over which daadownloaded with the start of the emission X
seconds/minutes/degrees before reaching this @ewand the end X seconds/minutes/degrees after.

4.4.5.Pass booking status

JASI has access to the CNES scheduling officestathe predicted RFI can be filtered using the CN&&criber
pass status : if it is booked, then the predidsosent to the control center. If it isn’t the casés stored internally
in case the pass status changes in the future. tyiés of filtering could be extended if JASI hadccess to
information from other scheduling offices.

4.4.6.Computation process
The computation follows macroscopically the follogisteps :

e Computation of the geometrical visibilities of #ile satellites from their own ground stations nekwo
(visibilities of the subscriber satellites andtalt external ones associated with the subscriber)

* Computation of the emission periods of all the I§tde, based on the visibilities (unless the diel
transmit permanently)

* For each emission period, computation of the sejparangle between the subscriber satellite and the
external ones as seen from the ground stationsiagso with the emission period

« When this separation angle is inferior to the thodd, then an RFI is identified and the accuratgrm@ng
and end times are computed

e Once all the RFI periods have been identified, theyfiltered with the available booking statushod
passes involved, when available

* The RFI are transmitted to the subscriber contatre

On the computation performance side, it takes dutamto compute the RFI prediction for 35 extesaéllites,

each transmitting over at least 3 ground stati®hs. maximal RFI duration that can be missed issecbnd.

4.5. Critical analysis of the results
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Since approximately 18 month, JASI has been comgutiband RFI risks for 10 of the CNES satellites &-
band RFI risks for 2 others. The S-band predictimg the X-band ones for 8 out the 10 are takenantount
operationally. For the last 2 satellites, the ressate stored internally and used to estimate tioaracy of the
predictions.

The data analyzed below concerns the predictiongpoted for 2 satellites downloading data using Xeban
Kiruna.

The accuracy can be determined by 2 factors :

e Were all the observed RFI predicted ?
e Did all the predicted RFI occur ?

Concerning the first question, as the O/O is udik§l each time their satellites suffer RFI, thigsfion is easily
answered. During 2022, these 2 satellites suffaredtal 32 RFI. Over these 32 RFI, 15 concernegreal
satellites for which RFI predictions were computiedthe end only 2 of them were not predicted. Hamethe
reasons :

* The observed separation angle was 3 times ovehteshold : 0.6° for a threshold of 0.2°.
* For the second RFI, the explanation is a bit momaplicated. For these satellites, RFI are preditded

elevation over 5°. In this case, the minimal of #eparation angle occurred between 4° and 5° of

elevation, the separation angle becoming supeuiting threshold before 5°. What happened is tlet th
antenna tracked the external satellite insteadleo$ubscriber one until it noticed the error, aiciipoint
it switched to program tracked. However, the swititin’'t occur before 5° of elevation, leading td M
loss.

Regarding the second question, the answer is tesgttforward and more time consuming : for eaddl R
prediction, the antenna log was analyzed in ordénytto understand which RFIs didn’t happen.

In 2022, 238 RFI were predicted for these 2 sésliDver these 238 predictions, 209 didn’t happened bauase
at least one of the satellites didn’t transmitThe antenna logs contain data such as the sigvell ineasured at
the entry of RF chain as well as the signal ovesenaatio which shows specific signature when igaa of an
external satellite is received. In that case, tgaagure was absent from the logs, meaning themadtsatellite
wasn't transmitting. In some cases, the subscehtgllites didn’t transmit either (these satelldes’t download
data during the whole passes, making it difficolptedict accurately their emissions).

It leaves 29 predicted RFI during which both ségdl (the subscriber and the external one) weraadigt
transmitting and in the end 13 actual RFIs wereeplesi, leaving 16 predictions for which the sigitam the
external satellite wasn’t strong enough to caus#ldoss.

These statistics show it is imperative to share dtast the booking status of the passes concerned Bl
prediction in order to have more accurate RFI predction: if it were the case, the number of predictedRFls
which wouldn’t occur would be divided by more than5 !

These statistics also show that approximately diathe predicted RFIs don’t occur even though botlolved
satellites transmit. This is mostly a limitationtbe geometrical approximation of an RFI. It cobkl partially
mitigated using a tuned antenna threshold spdoifach external satellite based on the minimadrsgjon angle
of suffered RFls.

5. Conclusion

CNES has started a service, named JASI, to harfdl®iR2 parts : identifying satellites responsibfesuffered
RFI and predicting future RFIs for subscriber dasl. On the first part, the service is fully ogonal with
excellent results : more than 92% of identificatsutcess rate for RFIs occurring over station foictvlogs are
accessible. The second part still needs tuningrdieroto provide accurate predictions, mostly conicey the
knowledge of the actual emissions of external bl Without this information, at least 4 outsoRFI predictions
won't occur because of the absence of emissiom®feixternal satelliteThis could be easily corrected by
cooperating !
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